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 COURSE LEARNING OUTCOMES:  
      
Upon successful completion of this course, students will be able to: 
1.   Discuss the structure of the legal system and how it enforces laws governing the Internet. 
2. Evaluate the ethical responsibilities of Internet users, service providers, and content providers.  
3. Examine the constitutional considerations concerning free speech and content controls in 
cyberspace.  
4. Investigate a security breach and the legally required responses to a breach. 
5. Apply current case law and statutes governing the Internet to fact-based situations.  
 
COURSE MATERIALS:  
 
1. Spinello, Richard A. Cyberethics: Morality and Law in Cyberspace,  6th Ed. Burlington, MA: Jones & 
Bartlett Learning, 2017. 
2. OER: selected current United States case law and statutes, available on government websites (at no 
charge). 
 
COURSE REQUIREMENTS: 
 
 The successful completion of semester exams and final exam.  
 The completion of all in-class assignments and projects.  
 The completion of all assigned readings and homework. 
 Attendance and class participation. Students are required to attend classes. See the College Attendance 
Policy discussed in the UCC Catalog.  
 
An essential element of this course includes information literacy. “Information Literacy” is the evaluation and 
assessment of integrated information. Students will be able to locate, discern, and effectively use information to 
solve issues and/or problems. 
 
 
 
COURSE NUMBER & NAME: CST 215 – Cyber Law and Ethics 
 
LECTURE/LAB HOURS: 3 lecture hours per week 
 
CREDITS: 3 credit hours 
 
PREREQUISITES: ENG 101  
 
COURSE DESCRIPTION: This course presents the student with issues of law and ethics in cyberspace. Topics 
covered will include government regulation of online behavior, constitutional considerations concerning free 
speech and content controls, intellectual property, hacking, and the ethics of internet behavior. This course will 
explore the laws governing security breaches and responses to such breaches, and current United States case 
law and statutes governing the Internet. 
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EVALUATION METHODS:  
 
Student performance will be evaluated using the following methods, and the final grade will be calculated 
according to the following percentages: 
 
 Attendance and Class Participation    10%  
 Written Assignments and Presentations   40% 
 Semester Exams      30% 
 Final Exam        20% 
 
Distance Learning Format Note: Evaluation of student performance will be calculated in the same 
percentages if this course is taught in a distance learning format. Attendance will be assessed by student logins, 
class participation by participation in class discussion forums, and student presentations will be uploaded in 
audio/video format for class viewing and comments. 
 
CLASS SCHEDULE:  
 
Week Unit/Content Learning Activities 
ONE Introduction to ethical theory and its 
application to the Internet. 
Reading: Chapter 1 in 
Spinello text. 
TWO Government Regulation of the Internet: an 
overview. 
Reading: Chapter 2 in 
Spinello text. Written 
assignment based on 
readings. 
 
THREE Government Regulation of the Internet: select 
federal statutes. 
Reading: Selected cases and 
statutes. Written assignment 
based on readings. 
FOUR First Amendment: Free Speech and Content 
Controls: child pornography. 
Reading: Chapter 3 in 
Spinello text.  
FIVE Content Controls: hate speech. 
Semester Exam I 
Reading: selected current 
cases. Class discussion and 
debates on the pros and cons 
of regulation of speech 
online. 
SIX Intellectual Property: Overview of patent, 
trademark and copyright law. 
Reading: Chapter 4 in 
Spinello text. Class 
discussion based on video 
clips and current cases. 
SEVEN Intellectual Property: Software ownership, 
open source, and domain names. 
Reading: selected current 
cases. Written assignment 
questions based on reading. 
EIGHT Privacy Protection and regulation: U.S. and 
international laws. 
Reading: Chapter 5 in 
Spinello text. Class 
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discussion based on U.S. and 
international privacy laws. 
NINE Privacy and Social Media. Reading: Selected current 
cases.  Class discussion and 
debate on privacy controls in 
social media.  
TEN Ethics of personal privacy online. 
Semester Exam II. 
Class discussion of 
hypotheticals in ethics. 
ELEVEN Cyber crimes: Software piracy, computer 
sabotage, and electronic break-ins. 
 
Reading: Chapter 6 in 
Spinello text and select cases 
on cybercrime. Class 
discussion based on video 
clips and current cases. 
TWELVE State and Federal laws regulating data 
breaches and responses to data breaches. 
Reading: Selected news 
articles and cases.  
THIRTEEN Tort liability: Cyber bullying and cyber 
shaming. 
Reading: Selected news 
articles and cases. Student 
presentations on current 
events in cyber law and 
ethics. 
FOURTEEN Current events in cyber law and ethics. Student presentations 
continued. Course review. 
FIFTEEN Final Exam 
 
 
 
SUGGESTED TEACHING METHODOLOGIES: (e.g. group presentations, research paper, lecture) 
 
Lecture, group discussion, student presentations, independent research, video resources, government and legal 
websites. 
 
MAPPING COURSE LEARNING OUTCOMES 
to LEARNING ACTIVITIES and EVALUATION METHODS 
 
  
Course Learning Outcomes 
(CLOs) 
 
 
Learning Activities 
 
Evaluation Methods 
 
Discuss the structure of the legal 
system and how it enforces laws 
governing the Internet. 
Lectures, discussions, video clips 
and student presentation, student 
presentations on current events in 
cyber law. 
Semester exams and final exams; 
written assignments based on 
hypotheticals; student 
presentations on area of law. 
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Evaluate the ethical 
responsibilities of Internet users, 
service providers, and content 
providers. 
Ethical hypotheticals and video 
clips of ethics situations. 
Semester exams and final exams; 
written assignments based on 
ethical hypotheticals; student 
presentations on area of law. 
Examine the constitutional 
considerations concerning free 
speech and content controls in 
cyberspace. 
Lectures, class discussion and 
debate about content controls, and 
student presentations on current 
events in cyber law. 
Semester exams and final exams; 
written assignments based on 
ethical hypotheticals; student 
presentations on area of law; 
mock interviews. 
Investigate a security breach and 
the legally required responses to 
a breach. 
Lectures, discussions, video clips 
and student presentations on current 
events in cyber law. 
Semester exams and final exams; 
written assignments based on 
ethical hypotheticals; student 
presentations on area of law. 
Apply current case law and 
statutes governing the Internet to 
fact-based situations. 
Class discussion and debates; 
student presentations on current 
events in cyber law. 
Semester exams and final exams; 
written assignments based on 
ethical hypotheticals; student 
presentations on area of law. 
 
Distance Learning Format Note: Class learning activities and evaluation methods will conform to the above-
stated course schedule of topics and learning activities if this course is taught in a distance learning format. 
Written assignments will be submitted online; class discussions and debates will be hosted in the learning 
management system’s discussion feature; and student presentations will be uploaded in audio/video format for 
class viewing and comments. 
 
Please note: all programs must integrate in one or more courses, discipline-specific course learning outcomes 
that reflect the College learning outcomes of scientific/critical thinking and quantitative reasoning, oral/written 
communication, and information literacy. 
